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Project salt-checkmk 
https://github.com/tribe29/salt-checkmk

States / Modules

Execution- & State Modules 
SLS Example States

Documentation

In Salt & Checkmk User 
context

Formula

Content provided as Salt 
Formula

https://github.com/tribe29/salt-checkmk


Both
■ Compatible with most OS
■ Written in Python
■ Scalability:

Master-of-Masters Concept

Synergies

■ Intelligent Automation
■ Python Environment
■ Asset Data (Grains) 

■ Intelligent Monitoring
■ Detailed Health Info
■ Notifications 



Distributed Topology Support 
Master-of-Masters Salt Syndic Minions

Remote Sites / Data CentersCentral Data Center

Checkmk Master Checkmk Slave Hosts



Setting up Checkmk & Minion Monitoring 



Starting Point

Windows
Ubuntu

Salt
Master

CentOS

Minions

Salt Environment with Master & Minions



Prepare CheckMK setup

Windows
Ubuntu

Salt
Master

CentOS

Minions

Designate one Minion to setup checkmk



Setup CheckMK

Windows

Salt
Master

CentOS

Minions

Install a checkmk Master on that Minion

Alias: MK Minion

Ubuntu

Checkmk
Master



Manage CheckMK

Windows

Salt
Master

CentOS

Management by Execution and State Modules 

Alias: MK Minion

Ubuntu

Checkmk
Mastercheck-mk-web-api

cmk-manage

Minions



Demo

https://docs.google.com/file/d/1yP68t9VNuvLxB-u_l923vMBbrWMY_lD7/preview


Add Minions to Checkmk

Windows

Salt
Master

CentOS

Minions

Gather Grains from Minions

Alias: MK Minion

Ubuntu

Checkmk
Mastercheck-mk-web-api

cmk-manage

Grains 
CentOS

Grains Win

Grains Ubuntu



Add Minions to Checkmk

Windows

Salt
Master

CentOS

Minions

Provide “MK Minion” Grains as Pillar

Alias: MK Minion

Ubuntu

Checkmk
Mastercheck-mk-web-api

cmk-manageGrains CentOS

Grains Ubuntu

Grains Windows Pillar



Add Minions to Checkmk

Windows

Salt
Master

CentOS

Minions

Apply State add-minions on MK Minion

Alias: MK Minion

Ubuntu

Checkmk
Mastercheck-mk-web-api

cmk-manageGrains CentOS

Grains Ubuntu

Grains Windows Pillar

Configuration



Demo

https://docs.google.com/file/d/1vNXvq-1OkkYKJLLD1YoWvOGBfgE5rRFJ/preview


Install CheckMK Agents

Windows

Salt
Master

CentOS

Minions

Install CheckMK Agent via Salt

Alias: MK Minion

Ubuntu

Checkmk
Mastercheck-mk-web-api

cmk-manage

Checkmk 
Agent

Checkmk 
Agent

Checkmk 
Agent



Install CheckMK Agents

Use the salt pkg Module / State :-)



Install CheckMK Agents
Remark for Windows-Minions

Before Checkmk 1.6 -> Check productversion of Agent
msiinfo export check_mk_agent.msi Property



Install CheckMK Agents
The Key in salt-winrepo must match with ProductVersion in MSI-Package  



Demo

https://docs.google.com/file/d/1mNCSghKBtdypCtCGyvfwyzi61LQiYESd/preview


Monitor your Minions

Windows

Salt
Master

CentOS

Minions

Alias: MK Minion

Ubuntu

Checkmk
Master

Configuration

6556/TCP

Checkmk 
Agent

Checkmk 
Agent

Checkmk 
Agent



Demo

https://docs.google.com/file/d/1sJPvilv6skC3M0bNbUKx70d7jBab_BQT/preview


Salt Grains in checkmk 



Notifications / Events / Reactors 
to Support the Operation-Team



Notifications / Events / Reactors 

Minion-3

Salt
Master

Minion-1

Checkmk
Master

Minion-2

Checkmk 
Agent

Notification-Plugin
Salt Event Bus

 Salt Reactor

TAG

Orchestration
Runner

Apply States



Why should someone do 
that?
There are still methods in place to do this job:

Salt Beacons

Checkmk Alert Handlers



There are some 
disadvantages 
● Salt Beacons let you use the Event-Bus to monitor 

stuff at your minions but it’s not a replacement for an 
entire monitoring solution
○ User & Threshold Management
○ 1000+ “out of the box” Checks ...

● Checkmk Alert Handlers let you use scripts to react 
on monitoring events.
Not a replacement for a Data Center Automation 
Solution
○ No -> States, Orchestration, Requisites, ... 



Benefits of this method

● Use the strengths of each solution

● Salt: Automation Framework
○ File Roots, Pillars, Grains, ...
○ Use existing State Files
○ Create relationships between states (Salt requisite system)
○ Possibility to Orchestrate thinks “cross host borders”

● Checkmk: Monitoring Solution
○ A huge bunch of “out of the box” checks
○ Automatic Service Discovery
○ Sophisticated Rule Management



Steps for Implementation

● Define Salt ACL for Monitoring Site
● “Install” Notification Plugin &  Define Rule
● Define Salt Reactor Config & Reactor
● Invoke Orchestration Runner 



Define ACL for Monitoring 
Site

OMD site name = User 

@Salt Master

@Salt Minion

https://docs.saltstack.com/en/latest/ref/configuration/nonroot.html

https://docs.saltstack.com/en/latest/ref/configuration/nonroot.html


Notification Plugin
~/local/share/check_mk/notifications/salt-eventbus



Create Notification Rule



checkmk/notification {
    "_stamp": "2020-01-28T09:23:57.672410", 
    "cmd": "_minion_event", 
    "data": {
                "CONTACTALIAS": "salt automation user", 
                "CONTACTNAME": "salt", 
                "HOSTADDRESS": "192.168.56.4", 
                "HOSTNAME": "centosvm1", 
                "HOSTSTATE": "UP", 
                "HOSTSTATEID": "0", 
                "HOSTTAGS": "/wato/ auto-piggyback cmk-agent ip-v4 ip-v4-only lan no-snmp prod site:site1 tcp", 
                "OMD_SITE": "site1", 
                 "SERVICECHECKCOMMAND": "check_mk-cpu.loads", 
                "SERVICEDESC": "CPU load", 
                "SERVICEOUTPUT": "OK - 15 min load: 0.05", 
                "SERVICEPERFDATA": "load1=0;5;10;0;1 load5=0.02;5;10;0;1 load15=0.05;5;10;0;1", 
                "SERVICESTATE": "OK",  
                "SHORTDATETIME": "2020-01-28 10:23:51", 
                "SVC_SL": "", 
                "WHAT": "SERVICE"
            }
        ], 
    }, 
    "id": "mk-minion", 
    "tag": "checkmk/notification"
}

Example Event

CMK Context

Event TAG

salt-run state.event pretty=True



Reactor Config @ Salt Master

Event TAG



Reactor



Orchestration



Result



Result



Workflow Example 
Salt

Master

Minion-1

Checkmk
Master

Checkmk 
Agent

Notification-Plugin
Salt Event Bus

 Salt Reactor

TAG

Orchestration
Runner

Apply States

Extend Tablespace

Open Ticket

State(s) 
Result 
OK?

TB in 
CMK 
OK?

Operation TeamOperation OK

WARN Event

Check-Type 
Oracle TB

Conditions

Pillar
Oracle 

Credentials



Thank You 

pl@philipp-lemke.de
www.philipp-lemke.dewww.agfahealthcare.com

mailto:pl@philipp-lemke.de

